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Foreword

The Directorate-General for the Fight against Counterfeiting - Italian Patent and Trademark
Office (DGLC-UIBM) of the Ministry of Economic Development has long been committed
to in-depth research on counterfeiting and its related aspects. This comprehensive knowl-
edge is a necessary starting point to implement public policies that are capable of both
strengthening the sense of legality among citizens and protecting the economic fabric of
the country. On the basis of its institutional mandate, the Directorate-General created the
National Observatory on Counterfeiting with the aim of carrying out studies and analyses
in cooperation with national and international partners. The goal of the National Observa-
tory is to measure the economic and fiscal effects of counterfeiting on different production
sectors, to gather data on the counteractivity of Italian police forces, and to analyse the
quantitative and qualitative aspects of the consumption of counterfeit products, as well as
the role of organised crime in this illegal market. In this context, the integrated database
IPERICO (Intellectual Property - Elaborated Report of the Investigation on Counterfeiting)
has been implemented to gather data on counterfeit products seized by the Guardia di
Finanza, the Agenzia delle Dogane (i.e. Customs Agency) and other Italian police forces.

Thanks to the European project STOPFAKE whose main result is the information system
presented in this document, which automatically processes and visualises data on coun-
terfeiting and organised crime involvement, the Directorate-General continues its com-
mitment in the field, through the close cooperation with the research group eCrime of the
University of Trento and the support of Expert System, INDICAM - Istituto di Centromarca
per la lotta alla contraffazione, and Confcommercio - Imprese per I'ltalia in Trentino.

The project, co-funded by the European Commission, Directorate-General for Migration
and Home Affairs, enhanced and enriched the integrated database IPERICO with quan-
titative and qualitative data (for example on possible consumers of counterfeit products,
on businesses victimisation experience with counterfeiting, on socio-economic indicators,
etc.) coming from different sources. These data are merged into an integrated database
and they can be cross-checked as well as automatically visualised by the information sys-
tem to understand the “where”, the “how” and the “why” of counterfeiting and organised
crime, thus optimizing efforts and resources. The Directorate-General can now use this
tool to implement preventative, control and awareness-raising policies, wich are more
effective and capable to interpret changes and dynamics of this illegal market. The infor-
mation system also represents a tool that the Directorate-General makes available to the
anti-counterfeiting public and private stakeholders in order to strengthen more coordinat-
ed actions both at the national and local levels.

The information system is not static. In the future, should we wish so, it can be updated
with new data, also in real time and through dedicated applications. Our auspice is that
the collaboration with the research group eCrime, as well as with the partners of this
research, can continue.

Loredana Gulino

Director General

Directorate-General for the Fight against Counterfeiting

Italian Patent and Trademark Office (DGLC-UIBM) of the Ministry of Economic Development



The European project STOPFAKE
on counterfeiting and organised crime

What it is

How is it possible to prevent and fight counterfeiting, also with reference to organised
crime? It is necessary to have updated data, as well as methodologies and technologies,
able to process and integrate these data in an automated way. The European project
STOPFAKE - an ICT tool to collect, monitor and analyse data on counterfeiting and or-
ganised crime to support investigation and prevention (STOPFAKE) has addressed this
need, by developing a method and an ICT tool (prototype) for the creation, collection,
management and automated analysis of data on counterfeiting and organised crime
with the purpose of enhancing the fight against these criminal phenomena, and with
the ultimate goal of assisting public and private (public institutions, LEAs, businesses,
no-profit organisations) stakeholders in the field.

STOPFAKE was coordinated by the Directorate-General for the fight against Counter-
feiting - Italian Patent and Trademark Office (DGLC-UIBM) of the Ministry of Econom-
ic Development and was developed in partnership with the research group eCrime of
the Department “Faculty of Law” of the University of Trento, Expert System and with
the collaboration of INDICAM - Istituto di Centromarca per la lotta alla contraffazione,
and Confcommercio - Imprese per I'ltalia in Trentino. The project was co-funded by
the European Commission under the ISEC program (2013) “Prevention of and Fight
against Crime” of the Directorate- General for Migration and Home Affairs, and lasted
29 months from October 2014 to March 2017.

What it does

The applied research conducted within the European project STOPFAKE enhanced and
enriched the integrated database IPERICO (Intellectual Property - Elaborated Report
of the Investigation on Counterfeiting) of the Directorate-General for the fight against
Counterfeiting - Italian Patent and Trademark Office (DGLC-UIBM) of the Ministry of
Economic Development. The database gathers data on counterfeit products seized by
the Guardia di Finanza and the Agenzia delle Dogane (i.e. Customs Agency). This expe-
rience represents a best practice at the national level (Italy) to prevent and fight coun-
terfeiting. In particular, the integrated database IPERICO was enhanced by developing
an ICT tool (prototype), composed of:



STOP(F)AKE

a. a centralised database (STOPFAKE DB) devised to integrate and store different data
flows such as seizures of counterfeit products (IPERICO); data on the propensity to
use counterfeit products by Italian residents collected through an ad hoc self-report
survey; businesses victimisation experience with counterfeiting (i.e. real/perceived
risk that products can be counterfeited gathered through an ad hoc victimisation
survey; news on counterfeiting and organised crime collected form open sources on
the web (COGITO); relevant socio-economic indicators (e.g. GDP per capita, relative
poverty, unemployment, etc.).

b. an information system (STOPFAKE IS) supporting multiple inputs from STOPFAKE DB,
with enhanced capabilities for automated generation of tables, maps, graphs and
reports on counterfeiting and organised crime.

The information system (STOPFAKE IS) allows to integrate and visualise data from dif-
ferent sources, thus contributing to a comprehensive analysis and understanding of
the counterfeiting market in Italy, also in regard to the involvement of organised crime.
Furthermore, it allows the sharing of useful and reliable data among anti-counterfeiting
key actors as to implement tailored measures for prevention, counter-action and sensi-
tization, and integrated interventions within local territories. The ICT tool, tested at the
national level and supporting multi-lingual interface, is transferable (with adaptations)
to different EU national contexts, and these guidelines have been drafted to this aim.

Besides the authors of these guidelines, the following persons worked in the de-
velopment of STOPFAKE IS (prototype): Vincenzo Falletta (eCrime - University of
Trento); Gianluca Mameli, Giacomo Pasut, Nkonika Wa Nkonika, Guido Razzano
and Alessandro Ercolani (Expert System).




Box 1. The commitment of the Directorate-General for the Fight against
Counterfeiting — ltalian Patent and Trademark Office (DGLC-UIBM) of the

Ministry of Economic Development in the prevention and fight of counterfeiting

by Francesca Cappiello

The European project STOPFAKE allowed the Directorate-General to strenghten
its commitment in the prevention of and fight against counterfeiting. The starting
point was the integrated database IPERICO (Intellectual Property - Elaborated
Report of the Investigation on Counterfeiting) that, on a yearly basis, gathers
and harmonizes data on seizures of counterfeit products by the Guardia di Fi-
nanza and the Agenzia delle Dogane (i.e. Customs Agency), and other Italian
police forces (e.g. Carabinieri, Local Police). Project STOPFAKE and its results
(the centralised database STOPFAKE DB and the information system STOPFAKE
IS) enriched and strengthened the integrated database IPERICO, which is a best
practice at the national level, in line with both the aims of the Directorate-General
and the research activities (studies and analysis) of the National Observatory on
counterfeiting.

The Directorate-General, which is running since 1%t January 2009 (DPR 28 No-
vember 2008), operates at the national and international levels to:

1. Enhance the fight against counterfeiting, through:

* Elaboration and development of studies on counterfeiting;

* Definition and implementation of policies and strategies for the fight against
counterfeiting;

* Awareness raising campaigns addressed to consumers and businesses;
e Assistance and support to citizens and businesses;
* Implementation and management of databases on counterfeiting;

¢ Coordination with national and international competent authorities.
2. Increase the awareness and use of Industrial Property rights, through:

* Definition and implementation of policies and strategies to promote Industrial
Property;

e Actions and initiatives to protect and maximise the value of Industrial Property
rights (trademarks, patents, design and models);

* Management of databases and disclosure of patent information;

* Coordination with national and international competent agencies.




In particular, the National Observatory on counterfeiting, wich was established
to deepen the knowledge on counterfeiting as to deliver accurate information to
local administrators, is aimed at carrying out research and studies in the follow-
ing fields:

* Economic and fiscal impact of counterfeiting on the country;
* Analysis of counterfeiting in relation to specific sectors or territories;

* Organised crime involvement in counterfeiting;

* Analysis of data on seizures of counterfeit products in Italy (integrated data-
base IPERICO);

* Surveys on the consumption of counterfeit products and on the perception of
counterfeiting by consumers and businesses;

* Assessment of counterfeiting online as well as of its features on the web.

Project STOPFAKE provides new tools for the activities of the National Observa-
tory, allowing both a detailed and integrated analysis of the multifaceted phe-
nomenon of counterfeiting, through the cross-check of available quantitative and
qualitative data. From a policy-maker perspective, STOPFAKE aims at supporting
more tailored interventions and measures.







STOPFAKE DB
The integrated database
and its information flows

The first phase of project STOPFAKE developed a centralised database named STOP-
FAKE DB to store data and information to support public institutions, LEAs, business-
es and no-profit organisations in the prevention of and fight against counterfeiting at
the national level, also with reference to organised crime involvement (Fig. 1). This
database gathers five data flows which refer to the geographical macro-areas (North,
Centre, South-Islands), regions and provinces of the national territory. In particular:
1. Data on seizures of counterfeit products coming from the integrated database IPER-
ICO on counterfeiting (Intellectual Property - Elaborated Report of the Investigation on
Counterfeiting) of the Directorate-General for the Fight against Counterfeiting - Italian
Patent and Trademark Office (DGLC-UIBM) of the Ministry of Economic Development;
2. Data gathered through the self-report survey “Propensity to use counterfeit prod-
ucts”; 3. Data collected through the victimisation survey “Businesses and counterfeit-
ing”; 4. News on counterfeiting and organised crime involvement gathered from open
sources on the web (COGITO); 5. Socio-economic indicators collected from the databas-
es of the National Institute of Statistics (ISTAT). As for the surveys, all the collected data
were processed in compliance with the Italian Data Protection Act (D.lgs. 196/2003)
and aggregated for statistical purposes with guaranteed anonymity.

Figure 1. STOPFAKE DB. Data flows

Survey Survey .
“Propensity to “Businesses Socio-
IPERICO . COGITO economic
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— STOPFAKE DB «—

Source: eCrime elaboration on project STOPFAKE data



1° data flow. Seizures of counterfeit products
(IPERICO integrated database)

The first data flow that merges into STOPFAKE DB comes from the integrated database
IPERICO on counterfeiting (Intellectual Property - Elaborated Report of the Investiga-
tion on Counterfeiting) of the Directorate-General for the Fight against Counterfeiting -
Italian Patent and Trademark Office (DGLC-UIBM) of the Ministry of Economic Develop-
ment. In particular, these data relate to the number of seizures of counterfeit products;
the quantity of seized products; the commodity category of seized products (Clothing;
Clothing accessories; Electrical equipment; ICT equipment; Footwear; CD, DVD, tapes;
Toys and games; Glasses, Watches and jewels; Perfumes and cosmetics; Other goods)?;
the type of product seized; the declared and estimated value of seized products. The
integrated database IPERICO gathers and harmonizes data on seizures of counterfeit
products by the Guardia di Finanza and the Agenzia delle Dogane (i.e. Customs Agen-
cy), and by other Italian police forces (e.g. Carabinieri, Local Police) since 2008 with
reference to Italian regions and provinces. This information allows to understand the
dynamics and trends of the counterfeiting market in Italy.

2° data flow. Data collected through the survey
“Propensity to use counterfeit products”

The second data flow of STOPFAKE DB consists of data collected by the self-report sur-
vey on potential consumers of counterfeit products carried out in 2016 at the national
level. These data were collected through a questionnaire delivered with CAWI and CATI
methods (via Internet and telephone) to a representative sample of the Italian popula-
tion (about 3,000 individuals) stratified by age, gender and geographical macro-area
(North, Centre, South-Islands). The information of this data flow regards the possible
consumption of counterfeit products by Italian residents and their intention to acquire
such products in the future, together with their awareness (i.e. opinions of respondents)
of the involvement of organised crime in this illegal activity. All this information allows
to deepen the knowledge on dynamics and trends of the counterfeiting market in Italy,
and offers indications to public and private stakeholders on preventative and aware-
ness-raising measures.

1 The category “Other goods” includes: automobile and motorcycle spare parts, labels, studs,
stationery, hardware, containers, ornamental objects, instruments, equipment and devices
(also medical).



Box 2. The centralised database STOPFAKE DB
Survey “Propensity to use counterfeit products” — focus

by Giuseppe Espa and Francesco Mariotti

The self-report survey “Propensity to use counterfeit products” [Propensione al
consumo di prodotti contraffatti] was carried out in 2016 during project STOP-
FAKE as to collect data on the possible use of counterfeit products at the national
level. For survey purposes, a counterfeit product was defined as “any product, in-
cluding its packaging, featuring a non-authorized trademark that is identical to an
officially registered one for the same type of product or, in any case, a trademark
that cannot be distinguished from the other in its essential aspects (definition
Reg. (EC) n. 1383/2003)". While, other products that violate intellectual property
rights are those infringing those rights stemming from patents, geographical indi-
cations, industrial design and Complementary Protection Certificates.

Who?

Representative sample of Italian residents (around 3,000 individuals) with age
> 18, stratified by gender, age group (18-34 years, 35-54 years, > 54 years) and
geographical macro-area (North, Centre, South-Islands).

What?

Collecting information on the propensity of Italian residents to consume counter-
feit products, on their opinions on the involvement of organised crime in both pro-
duction and supply of counterfeit products, and on the most effective anti-coun-
terfeiting measures to prevent the purchase and use of counterfeit products.

How?

CATI (Computer Assisted Telephone Interview) and CAWI (Computer Assisted Web
Interview) methods, and administration of an ad hoc questionnaire developed by
the research group eCrime in collaboration with the Directorate-General for the
Fight against Counterfeiting - Italian Patent and Trademark Office (DGLC-UIBM) of
the Ministry of Economic Development, structured in the following sections:




®@

Section 1. General information such as gender, age, region of residence within
the national territory (Italy), marital status, nationality, last degree obtained, job
qualification, family income.

Section 2. Consumption of counterfeit products, possible use of counterfeit prod-
ucts, willingness to acquire counterfeit products in the future, opinions on these
type of products and perceived risk in purchasing and using counterfeit products.

Section 3. Supply of counterfeit products, knowledge on the supply of counterfeit
products with reference to organised crime involvement based on direct or indirect
(i.e. through family members, friends, acquaintances, mass media) experience.

Section 4. Social and economic consequences of supply and consumption of
counterfeit products, opinions of respondents on social and economic conse-
qguences deriving from supply and use of counterfeit products.

Section 5. Actions to prevent supply and use of counterfeit products, anti-coun-
terfeiting measures that, in the opinions of respondents, are the most effective
to in preventing purchase and use of counterfeit products.

3° data flow. Data collected through the victimisation survey
“Businesses and counterfeiting”

The third data flow that merges into STOPFAKE DB regards data collected via the vic-
timisation survey on real/perceived risk of businesses to have their products counter-
feited, carried out in 2016 at the national level.? These data were collected through a
questionnaire delivered with CATI method (via telephone) to a representative sample of
businesses active in Italy (around 2,000 units) stratified by number of employees, com-
modity sector, geographical macro-area (North, Centre, South-Islands). The information
of this data flow concerns possible episodes of counterfeiting suffered by businesses
and the related damage, the risk (real/perceived) that their products can be counter-
feited, opinions (of respondents) on the role of organised crime in counterfeiting busi-
nesses’ products, the anti-counterfeiting measures implemented as well as opinions on
the measures considered to be the most effective to this aim. This data flow allows to
understand which businesses are at risk (real or perceived victimisation) and to deepen
dynamics and trends of the counterfeiting market in Italy. This information offers useful
suggestions to develop measures aimed at protecting the “Made in Italy” label as well
as preventative and counter-actions, in particular on the side of businesses.

2 Both surveys carried during project STOPFAKE were conducted with the support of the Istituto
Piepoli in regard to the sampling and data collection activities.



Box 3. The centralised database STOPFAKE DB
Survey “Businesses and counterfeiting” — focus

by Giuseppe Espa and Francesco Mariotti

The victimisation survey “Businesses and counterfeiting” was carried out in 2016
during project STOPFAKE as to collect data on the possible victimisation experi-
ence of businesses with counterfeiting at the national level. For survey purposes,
the term counterfeiting refers to “the production and/or marketing of products
in violation of intellectual property and/or industrial right (trademarks and oth-
er distinctive signs, patents for inventions, utility models, industrial design, geo-
graphical indications, denominations of origin, copyrights, diversion of genuine
products into illegal supply chains, etc.).

Who?

The survey was delivered to a representative sample of businesses (around
2,000) active in Italy, and stratified by number of employees (up to 9 employees,
from 10 to 49 employees, = 50 employees), commodity sector (food products and
beverages, clothing, footwear, jewels, ICT products, electrical products) on the
basis of the ATECO2007 business classification, and geographical macro-area
(North, Centre, South-Islands).

What?

Collecting information on possible episodes of counterfeiting suffered by busi-
nesses and the related damage, the risk (real/perceived) that their products can
be counterfeited, opinions on the role of organised crime in the supply (produc-
tion and sale) of counterfeit businesses’ products, the anti-counterfeiting meas-
ures implemented as well as opinions on most the effective ones.

How?

CATI (Computer Assisted Telephone Interview) and administration of an ad hoc
questionnaire developed by the research group eCrime in collaboration with
the Directorate-General for the Fight against Counterfeiting - Italian Patent and
Trademark Office (DGLC-UIBM) of the Ministry of Economic Development, struc-
tured in the following sections:




Section 1. General information such as commodity sector, dimension (i.e. num-
ber of employees), turnover, location of the registered office (i.e. region of the
ltalian territory).

Section 2. Products counterfeiting, possible episodes of businesses’ products
counterfeiting.

Section 3. Damage suffered, extent of the loss encountered by businesses as a
result of products counterfeiting.

Section 4. Risk of products counterfeiting, perceived risk that the products of
businesses can be counterfeited.

Section 5. Evaluation of counterfeit products, opinions of respondents on the
involvement of organised crime in products counterfeiting.

Section 6. Anti-counterfeiting measures, intellectual/industrial property meas-
ures and other anti-counterfeiting measures put in place by businesses and opin-
ions on the ones considered most efficient to this aim.

4° data flow. News from open sources on the web (COGITO)

The fourth data flow of STOPFAKE DB regards the news on counterfeiting and organised
crime gathered from open sources on the web, that is more than 50 Italian websites
of news such as TGCOM, il Sole240re, Corriere della Sera, La Stampa, Corriere del
Sud, I'Espresso. The contents of the news collected were analysed and structured in an
automated manner applying the semantic technology COGITO and referred to relevant
categories (for the project) such as counterfeiting and organised crime, and the com-
modity categories of the integrated database IPERICO. The data refer to the year 2016
and the regions and provinces of the national territory. In particular, this information
allows to enrich the quantitative data stored in STOPFAKE DB. Media representation
on counterfeiting, also in regard to organised crime involvement, offers knowledge on
how this illegal market is developing in Italy (e.g. typologies of counterfeit products, mo-
dus operandi of actors involved, counteraction of police forces) and on the perception
of counterfeiting with reference to the geographical areas of the national territory (re-
gions/provinces). All this information is useful in order to support preventative actions
and counterstrategies of public and private stakeholders.



Box 4. The centralised STOPFAKE DB
The semantic technology COGITO and the automated analysis of the news

on counterfeiting and organised crime — focus

by Filippo Nardelli and Marta Spagnolli

What?

News on counterfeiting and organised crime integrated and stored into STOP-
FAKE DB was searched and gathered from more than 50 open sources on the
web (OSINT) through the use of a dedicated platform for semantic search and
analysis. The collected open source database composed of about 500,000 pag-
es, was tagged with the metadata of interest and integrated into STOPFAKE DB
with this structure.

How?

The open source database obtained from the web was analysed and tagged with
the metadata of interest, which in turn are delivered to users as search filter or
informative data. In order to assign the metadata to the documents in an auto-
mated way, software for semantic analysis was developed through the semantic
technology COGITO, to attribute the following information to the texts:

* theme “counterfeiting”, only the pages tagged with this theme were inserted
into STOPFAKE DB;

* theme “organised crime”, assigned as metadata to the document related to
this theme;

* commodity categories (derived from the integrated database IPERICO), if the
theme was present in the document;

* names of locations and type of location (i.e. nation, region, province) and other
relevant entities in the page (e.g. names of individuals, organisations, main
concepts, currencies, etc.).

5° data flow. Socio-economic indicators

The fifth data flow that merges into STOPFAKE DB regards socio-economic indicators,
such as: 1. Saving capacity and capacity to sustain unexpected expenses; 2. Opinion
on the economic perceived condition; 3. Relative poverty; 4. GDP per capita; 5. Unem-
ployment; 6. Mafia presence. Data were collected from the databases of the National
Institute of Statistics (ISTAT) and with reference to the Italian geographical macro-areas
(North, Centre, South-Islands), regions and provinces. These indicators were included
into STOPFAKE DB since they regard variables that may be correlated to counterfeiting.

®



Box 5. The centralised STOPFAKE DB
Socio-economic indicators — focus

by Andrea Di Nicola and Fiamma Terenghi

The socio-economic indicators and the other data flows contained into STOPFAKE
have been drawn from the databases of the National Institute of Statistics (ISTAT).
More in detail they concern:

1. Saving capacity and capacity to sustain unexpected expenses. The related
indicators are: percentage incidence of households reporting difficulties in
saving part of the money earned during the year and the percentage incidence
of households that report their ability to use their own resources to deal with
unexpected expenses equal to about 800 euros. Territorial level of aggrega-
tion: regional; Years: 2008-2015; Source: ISTAT Survey on the living conditions
(EU-SILC).

2. Opinion on the economic perceived condition. This indicator is related to the
percentage distribution of households according to the declared consideration
on their perceived economic situation. Territorial level of aggregation: regional;
Years: 2008-2015; Source: ISTAT Survey on the living conditions (EU-SILC).

3. Relative poverty. This indicator is related to the incidence of households’
relative poverty. A household is defined poor in relative terms if its consump-
tion expenditure is equal or below the poverty line, calculated on the basis
of the data of the Survey on Families’ consumption. The intensity of poverty
indicates the percentage level of the monthly average expenditure of house-
holds classified as poor with respect to the poverty line. Territorial level of
aggregation: regional; Years: 2008-2013; Source: ISTAT survey on household
consumption.

4. GDP per capita. This indicator is related to the value of the per capita gross do-
mestic product at market prices. The per capita values result from the average
values obtained by matching economic aggregates (for example, the gross do-
mestic product, household consumption, added value, income from employed
work) to the number of inhabitants or to labour input variables. Territorial level
of aggregation: regional; Years: 2012-2015; Source: The ISTAT survey on na-
tional accounts (based on the new European Account System- SEC 2010).

5. Unemployment. This indicator is related to the unemployment rate out of 100
subjects and it measures the ratio of the number of unemployed individu-
als vs. the workforce. Territorial level of aggregation: provincial and regional;
Years: 2008-2015; Source: ISTAT survey on the workforce.




6. Mafia presence. This indicator measures the presence of the mafia in the
country. It has been built considering three variables linked to the number
of mafia-related crimes reported by police forces to the judicial authorities:
conspiracy, murders and assassination attempts. These variables have been
transformed into per capita rates and then standardized in the [0-1,000] in-
terval. The index related to the presence of the mafia has been finally obtained
as a mean of the three standardized variables. Territorial level of aggregation:
provincial and regional; Years 2012-2015; Source: ISTAT - Crimes reported by
police forces to the judicial authorities and ISTAT - Municipal resident popula-
tion by gender, year of birth and civil status.

Box 6. The centralised STOPFAKE DB
ISTAT sources of the socio-economic indicators — focus

by Andrea Di Nicola and Fiamma Terenghi

The social and economic indicators come from specific ISTAT sources and have
been used to build the STOPFAKE information system. These sources are:

1. Saving capacity and capacity to sustain unexpected expenses and opinion on
the perceived economic situation. The EU-SILC project is one of the main sourc-
es of data for the European Union periodical reports on the social and poverty
conditions in its member countries. The indicators are based on income and
social exclusion and on a multidimensional approach to the issue of poverty,
with a particular emphasis on material deprivation. This survey provides reli-
able estimates at the regional level and has been conducted on a sample of
about 26,000 households (a total of about 70,000 individuals), across about
700 Italian municipalities with different population sizes.

2. GDP per capita. The ISTAT survey on national accounts (based on the new
European Accounts System- SEC 2010). The target variable used is the per
capita Gross Domestic Product at market prices (referred to 2010).

3. Mafia presence. Offences reported by police forces to judicial authorities.
They concern offences and offenders reported, at the moment when they
are communicated to judicial authorities by law-enforcement agencies (Po-
lizia di Stato, Arma dei Carabinieri, Guardia di Finanza, Corpo Forestale del-
lo Stato, Polizia Penitenziaria). Fines and offences reported to judicial au-
thorities by other public organizations or by private sources are excluded.




Data trasmitted to ISTAT in aggregated form, extracted from the Sistema di
indagine of the Ministry of the Interior (SDI), with reference to type of of-
fence, place of committed offence (region/province) and reported persons.
ISTAT - Municipal resident population by year of birth and civil status. This
survey focuses on the municipal resident population by gender, year of birth
and civil status on December 31t of each year.

Box 7. The centralised STOPFAKE DB - technical specifications

by Walter Da Col

The centralised and integrated database STOPFAKE DB is built using two differ-
ent open source technologies: MongoDB (a non-relational database with dynam-
ic schemas) to manage all the contents retrieved from the news on counterfeiting
and organised crime, and MySQL (a relational database) to store all the remaining
data types. MongoDB allows the management of document-oriented information
(a collection of data using the same format/encoding to store information com-
posed by a non-homogenous set of elements) using a dynamic schema based
on the key-value concept (values that can be retrieved using unique identifiers)
and JSON encoding. This technology removes the necessity of a pre-defined data
structure without undermining the possibility of making simple interrogations. On
the other hand, MySQL requires the definition of a schema with a fixed number
and type of fields but allows the execution of complex interrogations using the re-
lationships that can be created through either the definition of specific common
fields or the construction of additional dynamic views.

Those relationships have been designed to exploit the existence of common tem-
poral, spatial and product groups attributes. All the data stored inside STOPFAKE
DB can be searched, extracted and aggregated through the ad hoc developed
web interface (STOPFAKE IS).
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STOPFAKE IS
The information system
on counterfeiting and organised crime

The core of project STOPFAKE is the information system STOPFAKE IS, an ICT tool (pro-
totype) developed to analyse and process the data extracted from STOPFAKE DB, and to
automatically generate tables, maps, graphs, and reports on counterfeiting and organ-
ised crime involvement, through data visualisation modules. The information system
(prototype) is conceived as a user-friendly and intuitive tool for public and private stake-
holders (public institutions, LEAs, businesses, no-profit organisations) since, within the
national territory, it allows to:

1. Define, map, visualize, integrate different data flows on counterfeiting, also with ref-
erence to organised crime involvement, propensity to use counterfeit products, busi-
nesses victimisation experience with counterfeiting (real/perceived risk that their
products can be counterfeited);

2. Gaining interpretations on the causes of counterfeiting.

STOPFAKE IS automatically produces graphic representations and trends related to
counterfeiting. Furthermore, it also allows to automatically visualise data, maps and
graphs on the propensity to use counterfeit products, as well as on the risk (real/per-
ceived) that businesses’ products can be counterfeited, as to provide public and private
stakeholders with a tool for more effective preventative interventions, counterstrategies
and awareness-raising actions.

Figure 2. STOPFAKE IS. How it works

STOPFAKE DB STOPFAKE IS
Centralised database Information system

Data visualisation
modules

I

Tables Maps and graphs Reports

Source: eCrime elaboration on project STOPFAKE data



Box 8. The STOPFAKE IS information system — technical specifications

by Walter Da Col

The information system STOPFAKE IS (prototype) supports multiple inputs from
STOPFAKE DB with enhanced capabilities for automated generation of tables,
maps, graphs and reports on counterfeiting and organised crime involvement.
This prototype (http://project-stopfake.it) can be described as a web-based dash-
board developed, with open source technologies, according to the Single-page
application paradigm (a set of techniques that provides a user experience similar
to that of a desktop application within a single web page) and supported by a
server side application for STOPFAKE DB management.

The design and implementation of the main STOPFAKE IS components follow the
principles of the software development model called 3-tier architecture. This par-
ticular type of architecture organises all system components into three distinct
layers: one layer dedicated to data management (data tier), one layer covering
the functional process logic (business logic tier) and one layer for user interaction
(presentation tier).

The main elements of data tier layer are the two database servers (MySQL and
MongoDB) that allow to store all the information collected from the five data flows
and to maintain the data safe and unaltered. Databases access and data aggre-
gation are performed by the server side application which is developed using
Java/Scala language (using the Play framework) and lies inside the business log-
ic tier. This application is also responsible for managing all the requests used by
the web interface to safely manipulate data, which are made available through
standardised methods over a RESTful API.

According to the Single page application paradigm, the information system (pro-
totype) STOPFAKE IS web interface has to be considered as two separate macro
components which lie, respectively, inside business logic tier and presentation
tier. The first component, developed with JavaScript, is dedicated to retrieving
the data from the server side application using asynchronous calls (AJAX) and
to elaborating the information in a way that they can be represented graphi-
cally. This component includes also all Data visualisation algorithms and the
last version of HighCharts.js library, a set of functionalities used to build maps
and graphs from given data. While, the presentation tier component has been
developed using HTML, CSS and JavaScript, and takes advantage of Bootstrap
framework to ensure a responsive and user friendly interface. This solution pro-
vides an intuitive and smooth experience on both desktop and mobile devices
(e.g. smartphone) using any modern web browser (e.g. Google Chrome, Safari,
Microsoft Edge).




But how does the system work? STOPFAKE IS was conceived as a user-friendly and
intuitive tool (Fig. 3). After accessing the dedicated website, the user (e.g. local ad-
ministrator, chief of police, law enforcement agent, business manager, representative
of no-profit organisations) needs personal credentials to enter the reserved area (us-
ername and password). After the login, the interface allows easy browsing within the
system. More specifically, the area is structured into two sections:

1. Data flows. This is the area containing the catalogues of STOPFAKE DB data divid-
ed into five data flows: 1. Seizures of counterfeit products (IPERICO); 2. Data on
consumers (CONSUMATORI); 3. Data on businesses (IMPRESE); 4. News from open
sources on the web on counterfeiting and organised crime (COGITO); 5. Socio-eco-
nomic indicators (ISTAT). For each data flow, a window named “Metadata” is availa-
ble to users containing more detailed information on the types of data.

2. Data flows integration. This is the area in which it is possible to compare the five data
flows through the automated production of maps (MAPPE) and graphics (GRAFICI).

Once accessed STOPFAKE IS, the user can start exploring and visualising data using the
menu on the left, selecting respectively the year or more years (in regard to the availa-
bility of the data), the geographical macro-area and the commodity categories, and sub-
sequently the data flow of interest. The data are displayed clicking on the “go” button.

Figure 3. STOPFAKE IS. System components, back-end, front-end and middleware

Database server

Data tier

MySQL MongoDB

___________________ 1 1

Server application

Play framework

JWT

session
Business RESTful API

logic tier
Single-page application
jQuery HighCharts.js
Presentation tier Bootstrap framework

Source: eCrime elaboration on project STOPFAKE data



STOPFAKE |S. The data flows

This section of the information system STOPFAKE IS reports in table form the data in
regard to:

1. IPERICO

Data on seizures of counterfeit products made by the Guardia di Finanza and the Agen-
zia delle Dogane (i.e. Customs Agency) at the national level, coming from the integrated
database IPERICO (Intellectual Property — Elaborated Report of the Investigation on
Counterfeiting) of the Directorate- General for the Fight against Counterfeiting - Italian
Patent and Trademark Office (DGLC-UIBM) of the Ministry of Economic Development
which, more in detail, regard:

* Month of the seizure;

* Region/province of the national territory where the products were seized;
* Police force/control agency carrying out the seizures;

* Commodity category of seized products;

* Type of products seized (name of the item);

* Number of seizures of counterfeit products;

* Quantity of seized products;

e Declared and estimated value of seized products.

The menu on the left of the interface allows the user to visualise the information select-
ing more years among the ones available (from 2008 to 2016); the geographical mac-
ro-area (North, Centre, South-Islands) and the commodity category (Clothing; Clothing
accessories; Electrical equipment; ICT equipment; Footwear; CD, DVD, tapes; Toys and
games; Glasses, Watches and jewels; Perfumes and cosmetics; Other goods). While,
through the option “Filter” on the right, the user can explore the data in respect to the
month of seizures, the location (region/province) where the seizures have occurred
and the police force/control agency in charge of the seizures. Tables are automatically
produced according to the selection made by users from the menu on the left and the
option “Filter” on the right, and can be exported into Excel format clicking on the “Down-
load data” button at the top right.

Example 1. STOPFAKE IS. Data flows: Seizures of counterfeit products

Seized counterfeit products by year, month, geographical macro-area, region, province,
commodity category, police force/control agency, type of product, number of seizures,
quantity of seized products, declared and estimated value of seized products. Absolute
number. Year 2015



STOP(PAKE Logout

N R S Y | [T
_ Dati puntuali Filtri IPERICO

Anno Mese Macroarea  Regione  Provincia  Categoriamerceologica Corpo di Tipologia articolo Sequestri Quantitd Valore  Valore
geografica polizia/ stimato Nessuna selezione
2015 3 NORD VENETO  TREVISO ALTREMERCI FINANZA PREPARAZIONI 100 3990 - 109e e
LUBRIFICANTI Nessuna selezione
2005 3 SUDISOLE CAMPANIA  BENEVENTO  ALTREMERCI FINANZA PELLET (DA 05/2013) 100 547500 - 1933770
PROVINCE
€
Nessuna selezione
2015 3 SUDISOLE MOLISE  CAMPOBASSO  ALTREMERCI FINANZA PELLET (DA 05/2013) 100 454500 - 1605294
€
CORPIDI POLIZIAE AGENZIE
2005 6 SUDISOLE PUGLA  BARI ALTREMERCI FINANZA PELLET (DA 05/2013) 2,00 4612500 - 16291350 Nessuna selezione
€
2015 6 SUDISOLE PUGLIA  BARI ALTREMERCI FINANZA PELLET (DA 05/2013) 100 2415000 - 8529780
-
2005 10 SUDISOLE PUGLA  BARI ALTREMERCI FINANZA PELLET (DA 05/2013) 100 23760,00 - 890
€
2005 7 CENTRO LAzIO ROMA ALTREMERCI FINANZA 1UTA ED ALTRE FIBRE 1,00 300 - 1060€
2005 3 NORD VENETO  VICENZA ALTREMERCI FINANZA METALLI PREZIOSI ALTRI 100 002 - 008€
NON LAVORATI
205 3 SUDISOLE SICILA  PALERMO  ALTREMERCI FINANZA METALLI, ROTTAMI 100 40.000,00 - 14128000
METALLICLSEMILAVORATI €
2005 6 CENTRO TOSCANA  FIRENZE ALTREMERCI FINANZA METALLI, ROTTAMI 100 9300 - amsase
METALLICLSEMILAVORATI
2005 9 CENTRO TOSCANA  FIRENZE ALTREMERCI FINANZA METALLI, ROTTAMI 100 11500 - 40s18€
METALLICLSEMILAVORATI
2005 1 NORD LIGURIA  GENOVA ACCESSORIDIABBIGLIAMENTO  FINANZA TESSUTI (DA01/01/07) 100 42,00 - s9ae
205 1 SUDISOLE CAMPANIA  NAPOLI cc IAMENTO  FINANZA /01/07) 2,00 3698300 - 71935633

Source: eCrime elaboration on project STOPFAKE data

Example 2. STOPFAKE IS. Data flows: Seizures of counterfeit products

Seized counterfeit products in the region of Lazio by Guardia di Finanza per month,
geographical macro-area, commodity category, type of product, number of seizures,
quantity of seized products, declared and estimated value of seized products. Absolute
number. Year 2015

STOP(DAKE Logout
Dati puntuali Filtri IPERICO
Nessuna selezione
Anno Mese Macroarea Regione  Provi Categoria Corpo di polizia | Sequestri Quantitd Valore et
geografica merceolo Agenzia Nessuna selezione
W5 7 CENTRO LAZIO  ROMA  ALTREMERCI FINANZA 1UTAED ALTRE FIBRE w0 30 - 10ee o
W5 1 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 0L/01/07) 200 9800 - 139 =
05 2 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 01/01/07) 100 13700 - 1emoe ProwNCE
W5 5 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (0A01/01/07) 100 16600 - 20s24€ Nessuna selezione
W5 5 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA0L/01/07) 500 20400 - 2swese comsiorpoL
005 6 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 01/01/07) 300 36300 - assase [ < Guardia i Finanza |
W5 7 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 01/01/07) 200 23000 - 2sm0ie
W5 9 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 0L/01/07) 200 6600 - awsee “
005 10 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 01/01/07) 300 278200 - 3was063€
W5 12 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (0A01/01/07) 100 1000 - mere
W5 7 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 0L/01/07) 300 2416800 - 29936902
]
005 8 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 01/01/07) 200 38400 - azseeie
005 10 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA 01/01/07) 100 40600 - somue
W5 12 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA COSMETICI (DA0L/01/07) 100 1900 - asase
005 4 CENTRO LAZIO  ROMA  PROFUMIECOSMETICI FINANZA PRODOTTI PER LIGIENE (DA 100 9700 - 2054

01/01/07)

Source: eCrime elaboration on project STOPFAKE data



2. Consumers

This database contains the information gathered through the self-report survey “Pro-
pensione al consumo di prodotti contraffatti” [Propensity to use counterfeit products],
carried out in 2016 on a sample of Italian residents (around 3,000 individuals) with age
> 18. The data are presented in aggregated form and regard:

» eventual purchase of counterfeit products during the last 12 months;?
e willingness to buy counterfeit products in the next future;
* opinions on counterfeit products and their spread in Italy;

* opinions on the role of organised crime in the supply (production and selling) of coun-
terfeit products and anti-counterfeiting measures.

The menu on the left of the interface allows the user to visualise the information by se-
lecting the year 2016 and the geographical macro-area (North, Centre, South-Islands).
While, through the option “Filter” on the right, the user can explore the data with respect
to gender and age group (18-34 years, 35-54 years, > 54 years) of respondents. Tables
are automatically produced according to the selection made by users from the menu
on the left and the option “Filter” on the right, and can be exported into Excel format
clicking on the “Download data” button at the top right.

The data are displayed with reference to the sections of the questionnaire, elaborated
ad hoc during project STOPFAKE, and can be selected by the user clicking on the but-
tons at the top of the page. Furthermore, information are visualised in relation to the
questions used to collect the data. More in detail:

Section 1 - General information

This section provides information on respondents such as gender, age, region of resi-
dence, marital status, nationality, last degree obtained, job qualification, family income.

Section 2 - Consumption of counterfeit products

This section collects information on the possible use of counterfeit products by respond-
ents, willingness to acquire counterfeit products in the future, as well as their opinions
on such products and the perceived risk due to the purchase and use of counterfeit
products.

2 As for the surveys on potential consumers of counterfeit products and businesses victimi-
sation, the “last 12 months” and the “next 12 months” are intended starting from the data
collection period in January 2017.



Example 3. STOPFAKE IS. Data flows: Consumption of counterfeit products

STOP(DAKE = o

Sezione 1 Sezione 3 Sezione 4 Sezione 5 Filtri Indagine

Sezione 2. Il consumo di prodotti contraffatti

Presenta informazioni sull'eventuale consumo di prodotti contraffatti negli ultimi 12 mesi da parte delle persone che h Il'indagine, la loro
acquistarliin futuro e le loro opinioni su questi prodotti.

Nessuna selezione
Le & mai capitato di acquistare prodotti contraffatti?

stima popolazione (valore assoluto) stima popolazione (valore percentuale)

si 17.629.638,68 3642%

No 30.778.294,46 63,58%

Pub indicare in quale/i delle seguenti categorie Le & capitato di acquistare prodotti contraffatti? (risposta multipla)

stima popolazione (valore assoluto) Stima popolazione (valore percentuale)
Altro 17.607.996,92 3637%
Medicinali 17.385.033,17 3591%
Bevande alcoliche 17.283.399,77 35,70%
Tabacco 17.058.517,17 3524%
Apparecchiature elettriche (es. elettrodomestici) 16.869.463,60 3485%
Autoricambi/accessori auto/moto 16781.967,19 3467%
Alimentari 16741.776,70 34,58%
Apparecchiature informatiche (es. cellulari, videogiochi, computer) 16327.657,06 B1I%
Giocattoli/giochi 1628112024 3363%
Orologi e gioielli 1514382745 31,28%

Source: eCrime elaboration on project STOPFAKE data

Section 3 - Supply of counterfeit products

This section provides information on the knowledge of respondents on the supply of
counterfeit products and organised crime involvement, on the basis of their direct or
indirect (i.e. through family members, friends, acquaintances, mass media) experience.



Example 4. STOPFAKE IS. Data flows: Organised crime groups mostly involved in the
supply of counterfeit products

= Logout
Opinioni rispetto al de lita nell'offerta vendita) di prodotti contraffatti
Secondo Lei, | gruppi maggiormente coinvolti nella produzione e vendita di prodotti contraffatti sono:
Filtri Indagine
Stima popolazior luto)
sesso
Molto d'accordo  Abbastanza d'accordo  Né in accor lo Pocod'accordo  Per nulla d*accordo Nessuna sek
140572998 372177525 893000230 2091364213 13.427.783,49
155486102 3839.367,74 134770370 2006025228 1160574841 -
744.603,08 175720867 191412841 1775678958 2023460345
286025015 9999.912,60 1670165614 1299401493 585200933 “
Altri gruppi o 5 757.011,09 437.225,95 174.947,19

Secondo Lei, i gruppi maggiormente coinvolti nella produzione e vendita di prodotti contraffatti sono:

Stima popola:

Molto d'accordo ~ Abbastanza d'accordo  Néin a éindisaccordo  Pocod'accordo  Per nulla d'accordo

2,90% 7,69% 1847% 4320% 27,74%
3% 7,93% 23,44% aL,44% 23,97%
154% 363% 1635% 36,68% 41,80%
I gruppidic ata sudamericana 591% 20,66% 34,50% 26,84% 12,09%
Altr gruppi - - 156% 0,90% 0,36%

Source: eCrime elaboration on project STOPFAKE data

Section 4 - Social and economic consequences of supply and consumption of coun-
terfeit products

This section gathers information on the opinions of respondents on social and eco-
nomic consequences arising from the supply and use of counterfeit products.

Section 5 - Actions to prevent supply and use of counterfeit products

This section provides information on the anti-counterfeiting measures that, according
to the opinions of respondents, are the most effective to prevent the purchase and use
of counterfeit products.



Example 5. STOPFAKE IS. Data flows: Social and economic consequences of the sup-
ply of counterfeit products

STOP(AKE = Logout

Sezionel  Serione2  Sezione3 Sezione s Filtri Indagine

Sezione 4. Conseguenze sociali e economiche dell'offerta/consumo di prodotti contraffatti e

Nessuna selezione

Roccoglie i pi lle persone che h Il'indagine in sociali d dall'offerta e d
consumo di prodott contraffatti

Nessuna selezione
Secondo Lei, la i ita di prodotti

Stima popolazione (valore assoluto) “

Molto Abbastanza Néin accordo, né in Poco Pernulla
d'accordo d'accordo disaccordo daccordo d'accordo
Violai diriti di proprieta intellettuale 1507.657,77 2346.147,48 T16861L,73 1569049336 21695.022,81
Danneggia gl interessi e  diriti dei produttori legittimi 878.544,53 1653.176,83 488875017 15.328.867,20 25.658.594,43
Danneggiail sistema industriale/artigianale 96219045 164524354 530375278  15.088.74024 25.318.006,14
Scoraggia presei 2384.139,57 5.948.862,89 889171666 1616106408 1502214995
marchi
Non danneggia leconomia nazionale 21578.209,79 11839.739,48 591789394 544934625 3622.743,70
Sottrae entrate allo Stato per mancata riscossione di IVA e tasse 850361,69 164421534 606976589 14.700.900,96 25.142.689,26
Secondo Lei, la i ita di prodotti

stima popolazione (valore percentuale)

Molto Abbastanza Néin accordo, né in Poco Pernulla
daccordo d'accordo disaccordo daccordo d'accordo
Violai diriti di proprieta intellettuale 3% 485% 1481% 24% 4482%
Danneggia gl interess e diriti dei produttori legittimi 181% 342% 10,10% 3L67% 53,00%
Danneggiail sistema industriale/artigianale 199% 3,40% 1,14% A% 52,30%
Scoraggial P 493% 12,29% 1837% 3339% 31,03%
marchi
Non danneggia leconomia nazionale 44,58% 24,46% 1223% 126% 7.48%
Sottrae entrate allo Stato per mancata riscossione di IVA e tasse 176% 3,40% 12,54% 3037% 51,04%

Source: eCrime elaboration on project STOPFAKE data

Example 6. STOPFAKE IS. Data flows: Actions to reduce the supply of counterfeit
products

STOP(DAKE

Logout

Sezione 1

Sezione 4 Filtri Indagine

Sezione 5. Le azioni per diminuire |'offerta/consumo di prodotti contraffatti =2

Nessuna selezione

Presenta i lle p he h l'indagine in merito alle azioni ch bbero i per diminuire il lofferta di
prodotti contraffatti a livello nazionale.

X Nessuna selezione
Secondo Lei, in generale per disincentivare l'offerta e il consumo di prodotti contraffatti si dovrebbe:

stima popolazione (valore assoluto) “

Molto Abbastanza Néin accordo, né in Poco Pernulla
d'accordo d'accordo disaccordo  d'accordo d'accordo
Abbassare l prezzo dei prodotti di marca originali 949.817,65 1951.849,11 585226661 16644.16242  23.009.837,36
Crearelinee di prodotti di marca pit accessibili economicamente 600.382,40 126228095 538927562 1545805662  25.697.937,55
tracciabilita dellaprovenienza  616.427,52 1578.599,20 574921310 1526841355  25195.279,78

del prodotto di marca
Fare capire che  prodotti non originali sono pericolosi per la propria salute/familiari 71646931 2.390.364,39 731250472 1603592804 2195262669
Evidenziare la differenza di qualita tra il prodotto di marca e quello contraffatto 577.230,79 1.884.601,41 636542433 1635721218 2322346444
Multare chi vende prodotti contraffatti 109282325 2911.781,07 641550696 1435230181  23.635.480,06
Multare chi compra prodotti contraffatti 610357356 7.263.944,94 1003934790 1324019120  11760.875,55
penali per chi contraffatti 688.443,69 218668823 633628280 1444542215  24.751.096,29

Source: eCrime elaboration on project STOPFAKE data



3. Businesses

This database contains the information collected through the victimisation survey “Busi-
nesses and counterfeiting” [Imprese e contraffazione] on the (real/perceived) risk that
businesses’ products can be counterfeited, and carried out in 2016 on a representative
sample of around 2,000 businesses active in Italy. Data are presented in aggregated
form and regard:

* Counterfeiting episodes suffered by businesses and related damage;

* Perception of the risk that the products of businesses are counterfeited;
* Opinions on the role of organised crime in products counterfeiting;

* Anti-counterfeiting measures implemented by businesses;

* Measures believed to be the most effective in protecting products from counter-
feiting.

The menu on the left of the interface allows the user to visualise the information by se-
lecting the year 2016 and the geographical macro-area (North, Centre, South-Islands).
While, through the option “Filter” on the right, the user can explore data with respect
to the commodity sector. Tables are automatically produced according to the selection
made by users from the menu on the left and the option “Filter” on the right, and can
be exported into Excel format clicking on the “Download data” button at the top right.

Data are displayed in regard to the sections of the questionnaire, elaborated ad hoc
during project STOPFAKE, and the user can select them by clicking on the buttons at
the top of the page. Furthermore, information are visualised in relation to the questions
used to collect the data. More in detail:

Section 1 - General information

This section provides general information such as commodity sector, dimension (i.e.
number of employees), turnover, location of the registered office (i.e. region of the Ital-
ian territory).

Section 2 - Products counterfeiting

This section collects information on the possible episodes of businesses’ products
counterfeiting. In particular, these regard: a) type of violation suffered; b) modality
through which the counterfeit products were introduced into the legal market; ¢) modal-
ity through which businesses become aware of products counterfeiting.



Example 7. STOPFAKE IS. Data flows: Violations suffered by businesses

Indagine "Imprese e contraffazione" + & Scarica dati
Sezione 1 Sezione 3 Sezione 4 Sezione 5 Sezione: 3 Filtri Indagine
Sezione 2. La contraffazione dei prodotti dell'impresa
Nessuna sel lezione
gl pi biti dalle (i ultimi 12 mesi. queste : ) tipo d
dall'impresa; b) modalitd di del prodott mercato; c) modalita Pimpresa é d .
Neghlim 12mes,  caiooch prodot dlfmpresssao saticonafae? I
Stima popolazione (valore assoluto) Stima popolazione (valore percentuale)
No 12570531 98,86%
Si 1.443,69 L14%

Negli ultimi 12 mesi, quanti prodotti sono stati contraffatti in Italia e all'estero di cui 'impresa & venuta a conoscenza?

stima valore medio

22633

Rispetto ai prodotti contraffatti negli ultimi 12 mesi di cui limpresa & venuta a conoscenza, pud indicare, quale/i tra le seguenti violazioni sono state subite
dall'impresa? (possibili pit: risposte)

stima

assoluto) percentuale)
67251 053%
Contraffazione o alterazione di disegno 0 modello industriale 482,04 038%
introdotti (marchio CE, IMQ 221,69 017%

ecc)
d altri mercati (merci usurpative) 150553 012%
144,26 o1%
14121 011%
Imitazione dell’alimento 12611 0,10%
Altro 31,3 002%

Adulter:

cazione dell'alimento

c ica efo di origine

Source: eCrime elaboration on project STOPFAKE data

Section 3 - Damage originating from products counterfeiting

This section gathers information on the damage suffered due to products counterfeiting
in the last 12 months. In particular, these concern: a) percentage estimation of the ex-
tent of loss with reference to the turnover and sale volumes; b) percentage estimation
of the eventual cost for security and damage mitigation and/or legal assistance with ref-
erence to the turnover; c) extent of the damage suffered in regard to some typologies.

Section 4 - Risk of businesses’ products counterfeiting

This section provides information on the perceived risk of products counterfeiting in the
next 12 months. In particular, these regard: a) type of violation that the business could
suffer; b) modality for the eventual introduction of products into the legal market; c)
perception that the commodity sector of the business is more at risk than other sectors;
d) perception of risk related to the delocalisation of production in European and extra
European geographical areas.



Example 8. STOPFAKE IS. Data flows: Possible violations suffered by businesses

STOP(DAKE = e

Indagine "Imprese e contraffazione" + & Scarica dati
Sezione 1 Sezione 2 Sezione 3 Sezione 5 Sezione 6 Filtri Indagine

RS

Sezione 4. Il rischio di contraffazione dei prodotti dell'impresa

jAesent S

Nessuna selezione

ul risch heipr nei prossimi 12 mesi. Nello specifico, queste riguardanos: a) tipo di violazione
che limpresa potrebbe subire; b) modalita per leventuale dott mercato; c) heil settore 'impresasia pid a rischio
dialtrisettori; d) percezione del rischio i il ione della produzi Vimpresain P

Tipologia di violazioni a danno dellimpresa:

Stima popolazione (valore assoluto)

Moltoalto Abbastanzaalto  Medio  Basso  Moltobasso
c 50.500,62 3223000 1887876 16.068,91 9.470,70
Contraffazione o alterazione di brevetto 55.952,63 3360734 1836246  11471,90 7.754,67
@ i i 5181411 3040540 1911404 1502661 1078385
Violazione di Diritto d'Autore 55.026,52 3118003 19.829,01 1221509 8.89837
ltri mercati (merci usurpative) 49.610,94 3219424 2097103 1508315 9.289,64

introdotti necessarie (marchio CE, IMQ ecc) 44.123,98 2796138 2164552 1971649 1370164

Imitazione dell’alimento 21.792,04 1094696 1059166  8.997,91 547643
Adulterazione o sofisticazione dell'alimento 2142624 1472530 1020202 640416 5.047,28
c elodi origine 2227565 1232823 986728  7.809,87 552397

Tipologia di violazioni a danno dell'impresa:

stima popolazione (valore percentuale)

Moltoalto  Abbastanzaalto  Medio  Basso  Moltobasso
G i 9712% 2535% 1485% 12,64% 7,45%
Contraffazione o alterazione di brevetto 44,01% 2643%  1444%  9,02% 610%
Contraffazione o alterazione di isegno o modello industriale 075% 2391%  1503% 1182% 849%
Violazione di Diritto dAutore 328% 252% 1560%  961% 7,00%
ltri mercati (merci usurpative) 39,02% 2532% 1649% 1186% 731%

introdott i necessarie (marchio CE, IMQ ecc.) 3470% 21,99% 1702% 1551% 1078%

Imitazione dell’alimento 17,14% 861% 833%  7,08% 431%
Adulterazione o sofisticazione dell‘alimento 1685% 156%  802%  504% 397%
< elodi i origine 752% 970%  T76%  614% 434%

Source: eCrime elaboration on project STOPFAKE data

Section 5 - Evaluation of counterfeit products

This section collects information on the evaluation of counterfeit products belonging
either to the business of respondents or other businesses (which were displayed by oth-
er managers, colleagues, or police forces, etc.) in regard to the following proxy indica-
tors: a) commodity category; b) product appearance; ¢) product functionality; d) level of
complexity required to counterfeit products; e) initial investment needed to counterfeit
products. Furthermore, this section gathers information on the opinion on organised
crime involvement in the production and sale of counterfeit products with reference
to the commodity sectors of businesses and the economic sectors in which profits are
reinvested.



Example 9. STOPFAKE IS. Data flows: Organised crime groups mostly involved in the
production and sale of counterfeit products with reference to the commodity sectors
of businesses

= Logout

Opinioni sul coinvolgir inalita nella prodt dita di prodotti contraffatti & Scarica dati

Secondo Lei, i gruppi maggiormente coinvolti nella produzione e vendita di prodotti contraffatti con riferimento al settore in cui opera Pimpresa sono:

Filtri Indagine
Moltod'accordo  Abbastanza d'accordo  Né in accordo, né in disaccordo  Poco d'accordo  Per nulla d'accordo
organizzata taliana 1919963 21.066,09 3486489 40.43008 11.588,32 Nessuna selezione
1 gruppi dellEst Europa 19.708,87 2355741 38.479,32 3484373 1055967
izata orientale (es.cines, thailandes) 1758623 1532451 3080280 ammn s [ e

ta organizzata sudamericana 28.842,00 29.490,88 42.239,44 2297661 3.600,07

Altri gruppi - - 156,91 878

Secondo Lei, | gruppi maggiormente coinvolti nella produzione e vendita di prodotti contraffatti con riferimento al settore in cui opera limpresa sono:

Molto d'accordo ~ Abbastanzad'accordo  Néin accordo, né in disaccordo  Poco d'accordo  Per nulla d'accordo

1 gruppi di alita organizzata italiana 1510% 1657% 27,42% 31,80% 9,11%
dellEst Europa 1550% 1853% 3026% 2740% 830%
ntale (es. cinesi, thailandesi) 1383% 12,05% 2.23% 20% 1748%
alita organizzata sudamericana 22,68% 23,09% 382% 1807% 283%

Altr gruppi - - 0,12% 0,04%
Altro 139268 110%

Source: eCrime elaboration on project STOPFAKE data

Section 6 - Anti-counterfeiting measures for the protection of businesses’ products

This section provides information on the intellectual and/or industrial property meas-
ures and other anti-counterfeiting measures developed by businesses, and on the total
amount spent for implementation. It also contains information on the measures consid-
ered to be the most effective in protecting products.



Example 10. STOPFAKE IS. Data flows: Measures implemented by businesses to pro-
tect intellectual and industrial property

= Logout

Filtri Indagine

SETTORE

Sezione 6. Le misure anti-contraffazione per la tutela dei prodotti

Nessuna selezione

Presenta i strumenti di protezione della proprietd industric i dalle imprese insieme all'entita della spesa

complessiva sostenuta perla loro it ione. Non solo, raccoglie ir i i in merito alle misure ritenute pid efficaci per proteggere i prodotti dellimpresa
I prodotti dell'impresa sono tutelati da strumenti di protezione della proprieta intellettuale/industriale?

Stima popolazione (valore assoluto) Stima popolazione (valore percentuale)

No 854359 65.71%

Si 43.605,41 3429%

Tra i seguenti strumenti di protezione della propriet intellettuale/industriale, pus indicare quali sono quelli utilizzati dallimpresa? (possibili pid risposte)

stima popolazione (val luto) stima
Marchio depositato 2327067 1830%
Brevetto 9.550,91 751%
Marchio di fatto 9.140,49 7,19%
7.790,25 613%
7.103,63 550%
5.184,91 4,08%
309,22 339%
381586 3,00%
STG - Specialita regionale garantita 334752 263%
Marchio di di commercio eq 1187,67 093%
Altro 306,28 024%
Altre tipologie di certificazior 11995 0,09%

Source: eCrime elaboration on project STOPFAKE data

4. COGITO

This database gathers news on counterfeiting and organised crime analysed and struc-
tured in an automated manner applying the semantic technology COGITO (see Box 4)
and extracted from more than 50 Italian websites of national, regional and local news
(e.g. TGCOM, Il Sole240re, Corriere della Sera, La Stampa, Corriere del Sud, 'Espresso,
etc.). The user can visualise news by selecting from the menu on the left the year 2016,
the geographical macro-area (North, Centre, South-Islands) and commodity category.
The information is available through word clouds (graphical representations of the more
frequent semantic entities) and individual news.

Through the option “Filter” on the right, the user can also explore news by location
(region/province), and other categories of interest (semantic tags) such as “seizures”
(news on counteractivity of police forces), “Made in Italy” (news on products with a
brand particularly relevant to counterfeiting); “organised crime” (news on involvement
of organised crime groups in counterfeiting).



Example 11. STOPFAKE IS. Data flows: More frequent semantic entities

STOP(DAKE = Logout
& srcacss |
Word Cloud Filtri Cogito

REGIONI

Nessuna selezione

Nessuna selezione

PROVINCE

Nessuna selezione

TAG SEMANTICHE

Nessuna selezione

News

DOCUMENTO

Comuni contro botti, Cancian: "Nessuna multa per i trasgressori e forze dell'ordine sotto accusa" Matteo Canciani del grupp.

REGIONI PROVINCE CATEGORIE TAGS
Liguria Savona Abbigliamento
DOCUMENTO

Nel 2016 novita in vista per la tutela dell'aceto balsamico di Modena lgp MADE-IN-ITALY Pubblicato il: 05/01/2016 10:29 Novita.
REGIONI PROVINCE CATEGORIE TAGS

Emilia-Romagna Modena Alimentari Madein Italy

Source: eCrime elaboration on project STOPFAKE data

Example 12. STOPFAKE IS. Data flows: News on counterfeiting and organised crime

sorgente
ansa
Data
06/10/2016

Testo completo
Ansa Liguria MENU ANSAt Liguria Mare Sicuro, oltre 10 mila controlli Mare Sicuro, oltre 10 mila controll Liguria, massiccio impegno su ambiente,
Redazi 08 ottobre 2016 18:18 News Archiviato in 152 soccorsi effettuati, 374 le persone salvate e 126 e
unita navalli a cui & stata prestata assistenza, 4500 controlli di polizia eseguiti sulle unita da diporto, 6000  controllitotali in materia ambientale e di
pil di 100 lleciti accertati per a interno della
fascia riservata esclusivamente alla balneazione, 483 gli lleciti accertati in materia balneare e diportistica per un totale di 245 mila euro di muite, 33
le notizie di reato trasmesse alle Autorita giudiziarie, 1 milione { illeciti accertati
lungoillitorale per mancanza di licenze al idi i dell
della Capitaneria di porto i ia costiera Ligure. RISERVATA © Copyright AN:
ANSA ViaggiArt Grazie a 7 mi goli, serve una rilancio investimenti
Camera di C [ Fondo 4 prod p p 88
Chiudi Condividi Chiudi Condividi Link breve P. . IT00876481003 - © Copyright ANSA - Tutti i diriti riservati Mappa del sito Sezioni el sito Azienda
1 perl! a3 da ANSA perla produzione, distribuzione e
i Partner: Chiudi Condividi

Paesi Regioni Province Persone
Italia Basilicata Potenza Ligure

Aziende Concetti principali

ANSA Apparecchiature Sequestro ANSA
informatiche

capitaneria di porto
Apparecchiature elettriche
Liguria

dato

Chiudi

Source: eCrime elaboration on project STOPFAKE data



By clicking on the news, the user can visualise a window containing the following details
of the news: source and date; the complete text; the location (nation, region, province,
city); persons, businesses/organisations quoted; commodity categories of reference;
categories of interest (semantic tags), and main semantic concepts. The news (not fil-
tered) can be downloaded by clicking on the “download data” button at the top right.

STOPFAKE IS
Data analysis and data flows integration

This section of the information system STOPFAKE IS allows the automated production
of descriptive analysis also in the form of maps and graphs of each data flow stored
into STOPFAKE DB: IPERICO (seizures of counterfeit products); Consumers (propensity
to purchase counterfeit products); Businesses (risk real/perceived of products coun-
terfeiting); COGITO (news on counterfeiting and organised crime from open sources
on the web); 5. Socio-economic indicators, as well as the integration of data flows. The
user can decide the form of data visualisation, maps or graphs, by selecting it from the
menu on the left of the page and by clicking on the “go” button. From the same menu,
the user can also select one or more years, the geographical macro-area and the com-
modity category.

1. Maps

In this subsection, the user can start exploring data clicking on “Choose data to visual-
ise” button. From here, the user can access a window where the user can select one
or more indicators related to the data flows stored in STOPFAKE DB. The indicators are
divided into “visual” (displayed through a coloured scale on the basis of the continuous
value of the indicator) and “textual” (with labels indicating the value of the indicator, for
example number, percentage, rate, etc.). With some limitations, due to the availability
and comparability of data, the user can select one visual indicator and a maximum of
three textual indicators. In the lower part of the window, a description of the indicators
is provided when selected. The map is visualised by clicking on the “update” button.

The maps screen also allows to enlarge the areas of interest (by clicking on the zoom
function at the bottom left), to visualise the related data (by clicking on the “data”
button on the top left) and to export the image of the selected map (by clicking on the
“three lines icon” on the top right) in PNG, PDF, JPEG and SVG formats.



Example 13. STOPFAKE IS. Analysis and comparison of data flows. Selection window

Scegli dati da visualizzare

£ possibile scegliere un indicatore visuale e fino ad un massimo ditre indicatori testuali

Indicatori visuali

Tasso di sequestri per 100.000 abitanti per area

Tasso di sequesti per 100,000 abitanti per regione

®  Tasso di sequestri per 100,000 abitanti per provincia

Indicatori testuali

economica come facile per regione

Percentuale di persone che giudicano la loro condizione
economica come diffcile per regione

100000 abitanti per area

per regione

Indice di infiltrazione mafiosa per regione

100,000 abitanti per regione

Indice di infiltrazione mafiosa per provincia

100000 abitanti per provincia

per 100 abitanti per regione

Tasso di disoccupazione per 100 abitanti per provincia

Source: eCrime elaboration on project STOPFAKE data

Example 14. STOPFAKE IS. Integration of data flows: maps of comparison

Number of seizures (rate per 100 inhabitants) and index of Mafia presence by region.
Year 2015. Map

STOP(DAKE

Logout

Mappe +

Sceglidati davisualizzare
([DMappa  EBDati

Testo sumappa: (0) Indice di infiltrazione mafiosa per regione

Scala cromatica: Tasso di sequestri per 100,000 abitanti per provincia

l 125,00

100,00

Nessuna selezione

& Veneto
. Lombardia
3 © 3042
75,00 Piemonte (@ 45,78
(© 48,12
50,00 Emilia-Romagna
© 58,11
25,00
Toscana Marche
© 4345 © 3136
Lazio
© 8200  Molise
©57,82
Puglia
Campania  (0) 111,09
(© 224,77
Sardegna
(© 81,70
Calabria
©231.29
Sicilia
© 12469
+

Source: eCrime elaboration on project STOPFAKE data



2. Graphs

In this subsection, the user can start exploring data by clicking on the “Choose data to
visualise” button. From here, it is possible to access a window where the user can se-
lect one or more indicators related to the data flows stored in STOPFAKE DB, with some
limitations due to the availability and comparability of data. In the lower part of the
selection window, a description of the indicators is provided when selected. The map is
visualised by clicking on the “update” button. The graphs screen also allows to visualise
the related punctual data (by clicking on the “data” button on the top left) and to export
the image of the selected map (by clicking on the “three lines icon” on the top right) in
PNG, PDF, JPEG and SVG formats.

Example 15. STOPFAKE IS. Analysis and comparison of data flows. Navigation screen

Scegli dati da visualizzare

Indicatori

Tasso di sequestri per 100.000 abitanti per area (andamento)

Tasso di sequestri per 100.000 abitanti per regione (andamento)

tri per 100.000 abitanti per provincia (andamento)

ssoluto in migliaia di euro del sequestro per 100.000 abitanti per area

jaia di euro del sequestro per 100,000 abitanti per

tro per 100.000 abitanti per

Descrizione

Questo
totale dei sequestri awvenuti in

Source: eCrime elaboration on project STOPFAKE data

Once the user has selected the data flow and related indicators, data are displayed
through bar or line graphs. The value of the indicator is visualised by browsing the bars
or lines of the graphs. The user can highlight the line/bar of interest by clicking on the
legend items.



Example 16. STOPFAKE IS. Integration of information flows: comparative chart

Organised crime groups mostly involved in the production and sale of counterfeit prod-
ucts for consumers and for businesses with regard to the commodity sector in which
are active. Year 2016. Graph

= Logout

Grafici +

‘Scegli dati da visualizzare:
Ll Grafico BB Dati

Gruppi nella pr di secondo 'opi residente n Italia

Gruppi nella pr di ferimento al settore n cui opera ' top limpresa

Valore medio da 1 (Per/nuila d'accordo) a 5 (Molto daccordo): 2,15)

Valore medio da 1 (Per nulla d'accordo) a § (Molto d'accordo): 2,97

Valore medio da 1 (Per/nulla d'accordo) a 5 (Molto d'accordo):2.25)
1 gruppi di criminalita organizzata dell Est Europa

Valore medio da 1 (Per nulla d'accordo) a 5 (Molto d'accordo): 3,06

Valore|medio da/1|(Per nulla diaccordo) a's (Molto diaccordo): 1,86

& 1 3ruppi di criminait orgar

Valore medio da 1 (Per nulla d'accordo) a 5 (Molto d'accordo): 2,72

Valore medio da 1| (Per/nulla d'accordo) a 5| (Molto d'accorda) 2,81

Valore medio da 1 (Per nulla d'accordo) a 5 (Molto d'accordo): 3,45

Alti gruppi

025 050 075 100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500

Valore medio da 1 (Per nulla daccordo) a 5 (Molto d‘accordo) @ Valore medio da 1 (Per nulla d'accordo) a 5 (Molto d'accordo)

Source: eCrime elaboration on project STOPFAKE data






Conclusions

How is it possible to strengthen the fight against counterfeiting, also with reference
to the involvement of organised crime in this illegal market? In order to answer this
question, project STOPFAKE developed a method and an ICT tool to create an updated
knowledge which is available to anti-counterfeiting public and private stakeholders, and
which can be shared enhancing their cooperation.

Key tools STOPFAKE DB and STOPFAKE IS. The first, a centralised database, that in-
tegrates information from multiple sources: data on seizures of counterfeit products
(IPERICO), data on the propensity to purchase counterfeit products, data on business-
es victimisation (risk real/perceived that products can be counterfeited), news on
counterfeiting and organised crime from open sources on the web and socio-econom-
ic indicators (GDP per capita, relative poverty, mafia presence) that may be correlated
to counterfeiting. The second, an information system (prototype) that automatically
elaborates all these data. STOPFAKE IS produces static and automated risk analyses
that can be visualised through tables, maps and graphs, and that allow to under-
stand the extent and characteristics of counterfeiting in Italy and the role of organised
crime. A comprehensive knowledge which is available to the Directorate-General for
the Fight against Counterfeiting - Italian Patent and Trademark Office (DGLC-UIBM)
of the Ministry for Economic Development, but also to public institutions, LEAs, busi-
nesses and no-profit organisations in their preventative, counteraction and sensitiza-
tion activities.

The information system STOPFAKE IS is a user-friendly application, adaptable to differ-
ent needs as well as other EU contexts, which enables:

1. Public institutions to understand the extent of counterfeiting, its causes and the role
of organized crime and to develop more effective policies and actions to fight this
phenomenon and to evaluate and monitor their results; in particular, it can be used
to design and implement preventive and awareness-raising actions also in collabo-
ration with non-profit organizations;

2. Police forces to identify critical areas on the national territory, to best allocate efforts
and resources and to intervene with targeted actions against counterfeiting and the
involvement of organized crime;

3. Enterprises to understand the counterfeit market trends, its supply and demand and
the risk factors linked, for example, to the market sector where they operate; evalu-
ate and implement the best anti-counterfeiting strategies to protect their products;

4. Non-profit organizations to understand the extent of counterfeiting and its causes,
in particular with respect to consumers of counterfeit goods and their choices and
work out more effective and targeted awareness-raising measures also in coopera-
tion with national and local public authorities.
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